Operating Systems
Unit 1
Definition of Operating System (OS)
An Operating System (OS) is system software that acts as an interface between the user and computer hardware. It manages hardware resources, runs application programs, and provides services to users.Examples: Windows, Linux, macOS, Android, iOS.
· Batch Operating System: Executes jobs in batches without user interaction. 
· Multiprogramming Operating System: Keeps multiple programs in memory to improve CPU utilization. 
· Multitasking/Time-Sharing Operating System: Allows multiple users or programs to share the CPU. 
· Multiprocessing Operating System: Uses two or more CPUs for faster processing. 
· Real-Time Operating System (RTOS): Provides immediate responses within strict time limits. 
· Distributed Operating System: Manages multiple computers as one system. 
· Network Operating System: Enables resource sharing over a network. 
· Mobile Operating System: Designed for smartphones and tablets (e.g., Android, iOS). 

Operating System Services
The OS provides services to users and applications, including:
· User Interface (CLI/GUI) 
· Program Execution 
· I/O Operations 
· File System Management 
· Communication between processes 
· Error Detection 
· Resource Allocation 
· Accounting (resource usage tracking) 
· Protection and Security 

. User Operating System Interface
The interface allows users to interact with the OS.
Types:
· CLI (Command-Line Interface): Users type commands. 
· GUI (Graphical User Interface): Users interact through windows, icons, menus, and a mouse. 
· Touch Interface: Used on smartphones and tablets. 

System Calls
System calls are the interface between application programs and the operating system. They allow programs to request services from the OS.
Examples:
· Opening a file 
· Reading or writing data 
· Creating a process 
· Allocating memory 

 Types of System Calls
· Process Control: Create, terminate, and execute processes. 
· File Management: Create, open, read, write, and delete files. 
· Device Management: Access and control hardware devices. 
· Information Maintenance: Get or set system information. 
· Communication: Exchange data between processes. 
· Protection: Control access and security. 
System Programs
System programs provide a convenient environment for users and programmers.
Examples:
File management tools Text editors Compilers Debuggers Command interpreters Shell) Backup and antivirus utilities 

Operating System Structure
Different operating systems use different designs.
Types:
Simple Structure: Basic design with little separation. Monolithic Structure: All OS services run together in one large kernel. Layered Structure:
 OS is divided into layers, each built on the lower layer. Microkernel: Only essential functions are in the kernel; other services run separately. Modular Structure: Uses loadable modules for flexibility. Hybrid Structure: Combines features of monolithic and microkernel designs. 

Virtual Machine (VM)
A Virtual Machine (VM) is a software-based computer that runs its own operating system on a physical computer using a hypervisor.Examples:VMware VirtualBox Hyper-V 
Benefits of Virtual Machine Runs multiple operating systems on one computer. Better utilization of hardware resources. Provides isolation and security. Easy testing and software development. Simplifies backup and recovery. Supports server consolidation. Portable and easy to migrate. 
UNIT 2
Process Concept
A process is a program that is currently being executed. It contains the program code, data, stack, registers, and other resources.Components of a Process:Program Code (Text) Data Section Stack Heap Program Counter CPU Registers Example: Opening Google Chrome creates one or more processes.
 Process State
A process changes states during execution.States:New: Process is being created. Ready: Waiting for CPU. Running: Currently executing. Waiting (Blocked): Waiting for an event or I/O. Terminated: Execution completed. Flow:
New → Ready → Running → Waiting → Ready → Running → Terminated
 Process Control Block (PCB)
PCB is a data structure maintained by the OS that stores information about a process.PCB have Process ID (PID) Process State Program Counter CPU Registers Memory Information Scheduling Information I/O Status 
Purpose: Helps the OS manage and resume processes.
 Scheduling Queues
Processes are organized into queues.Job Queue: All processes in the system. Ready Queue: Processes waiting for CPU. Device Queue: Processes waiting for I/O devices. 
SchedulerA scheduler selects which process should execute.
(a) Job Scheduler (Long-Term Scheduler)Selects jobs from disk to memory. Controls the degree of multiprogramming. 
(b) Process Scheduler (Short-Term Scheduler) Selects a process from the ready queue. 
· Allocates CPU to the selected process. (c) Medium-Term Scheduler
· Temporarily removes and later restores processes (swapping). 
 Context Switch A context switch occurs when the CPU changes from one process to another.Steps:Save current process state. Load next process state. Resume execution. 
Disadvantage: Takes CPU time (overhead).

Operations on Processes
Process Creation  Process Execution Process Waiting Process Termination 
System Calls: fork(), exec(), wait(), exit() (Unix/Linux).
 Interprocess Communication (IPC)
IPC allows processes to exchange information.Methods:Shared Memory Message Passing 
 Shared Memory System
Processes communicate using a common memory area.Advantages:Fast communication. Efficient for large data. 
Disadvantages:Requires synchronization. Risk of data inconsistency. 
Message-Passing System
Processes exchange messages using send and receive operations.Advantages:
· Easier synchronization. Safer communication. 
Disadvantages: Slower than shared memory. 
 CPU Scheduler
The CPU scheduler chooses the next process from the ready queue.Goal: Maximize CPU utilization and minimize waiting time.
Scheduling Criteria
Scheduling algorithms are evaluated using:CPU Utilization (Higher is better) 
· Throughput (More completed processes) Turnaround Time (Lower) 
· Waiting Time (Lower) Response Time (Lower) . Scheduling Algorithms
(a) First Come First Serve (FCFS)
· Executes processes in arrival order. Non-preemptive. 
Advantages: Simple. Fair. 
Disadvantages:
· Long waiting time. 
· Convoy effect. 
(b) Shortest Job First (SJF)
· Executes the process with the shortest burst time. 
Advantages:Minimum average waiting time. 
Disadvantages:Difficult to predict burst time. Starvation of long jobs. 
c) Round Robin (RR)
· Each process gets a fixed time quantum. 
· Preemptive scheduling. 
Advantages:
· Fair. 
· Good response time. 
Disadvantages:
· Performance depends on time quantum. 
 Preemptive vs Non-Preemptive Scheduling
	Preemptive
	Non-Preemptive

	CPU can be taken away
	CPU is not interrupted

	Better response
	Simpler

	More context switches
	Fewer context switches

	Used in interactive systems
	Used in batch systems


Multiprocessor Scheduling
Scheduling in systems with multiple CPUs.Types:Symmetric Multiprocessing (SMP) 
· Asymmetric Multiprocessing (AMP) 
Advantages:Higher performance. Better reliability. Load balancing. 
  Deadlock
A deadlock occurs when two or more processes wait indefinitely for resources held by each other.Example: Process A waits for a resource held by Process B, while Process B waits for a resource held by Process A.
 Conditions for Deadlock (Coffman Conditions)
All four must occur:
1. Mutual Exclusion – Resource cannot be shared. 
2. Hold and Wait – Process holds one resource while waiting for another. 
3. No Preemption – Resources cannot be forcibly taken away. 
4. Circular Wait – Processes form a circular chain waiting for resources. 

 Methods for Handling Deadlocks
1. Deadlock Prevention 
2. Deadlock Avoidance 
3. Deadlock Detection 
4. Recovery from Deadlock 

Deadlock Prevention
Prevents one of the four necessary conditions.
Methods:
· Allow resource sharing. 
· Request all resources at once. 
· Permit resource preemption. 
· Order resource requests. 
 Deadlock Avoidance
Allocates resources only if the system remains in a safe state.
Algorithm:
· Banker's Algorithm 
Advantage: Avoids deadlocks before they occur.
 Deadlock Detection
The system allows deadlocks to occur and then detects them.
Methods:
· Wait-for Graph 
· Detection Algorithms 
 Recovery from Deadlock
After detecting a deadlock, the OS recovers by:
· Terminating one or more processes. 
· Preempting resources. 
· Rolling back processes to a safe state.
Unit 3
Memory Management 
Memory Management Function
Memory Management is one of the primary functions of an Operating System (OS). It manages the computer's main memory (RAM) and allocates memory to different processes efficiently.
Functions of Memory Management
· Keeps track of free and used memory. 
· Allocates memory to processes. 
· Deallocates memory after process completion. 
· Protects one process from accessing another process's memory. 
· Supports virtual memory. 
· Optimizes memory utilization. 

Logical and Physical Address Space
Logical Address
· Also called Virtual Address. 
· Generated by the CPU. 
· The user program uses logical addresses. 
Example:
CPU generates address 500.
Physical Address
· Actual address in RAM. 
· Generated after address translation by the Memory Management Unit (MMU). 
Example:
Logical Address → MMU → Physical Address
Difference
	Logical Address
	Physical Address

	Generated by CPU
	Exists in RAM

	Virtual Address
	Real Address

	Visible to user
	Not visible to user

	Needs translation
	Final address



Swapping
Swapping is a memory management technique in which a process is temporarily moved from RAM to secondary storage (disk) and later brought back into RAM for execution.
Steps
1. Process loaded into RAM. 
2. RAM becomes full. 
3. OS moves inactive process to disk. 
4. New process gets RAM. 
5. Swapped process returns when needed. 
Advantages
· Increases multiprogramming. 
· Better CPU utilization. 
Disadvantages
· Slow due to disk access. 
· High swapping reduces performance. 

Memory Allocation
Memory allocation means assigning memory space to processes.
Types
1. Static Allocation 
2. Dynamic Allocation 
Memory can be allocated using:
· Contiguous Allocation 
· Non-contiguous Allocation 

Contiguous Memory Allocation
In contiguous allocation, each process occupies one continuous block of memory.

Advantages
· Simple implementation. 
· Fast access. 
Disadvantages
· External fragmentation. 
· Difficult memory expansion. 


Internal Fragmentation
Internal fragmentation occurs when allocated memory is larger than required.
Example
Partition Size = 100 KB
Process Size = 80 KB
Unused Memory = 20 KB
This unused space is called Internal Fragmentation.

External Fragmentation
External fragmentation occurs when free memory is available but scattered into small blocks.
Example
Free 10 KB
Used
Free 15 KB
Used
Free 20 KB
Although total free memory = 45 KB, a process requiring 30 KB cannot fit because memory is not contiguous.

Compaction
Compaction is the process of combining scattered free memory into one large continuous block.
Example
Before:
P1 Free P2 Free P3
After Compaction:
P1 P2 P3 Free
Advantages
· Eliminates external fragmentation. 
· Increases contiguous free space. 
Disadvantages
· Time-consuming. 
· Requires relocation of processes. 

Paging
Paging is a memory management technique that divides memory into fixed-size blocks.
· Logical Memory → Pages 
· Physical Memory → Frames 
Each page is mapped to a frame.

Principle of Operation
1. Process divided into pages. 
2. RAM divided into frames. 
3. Page Table stores mapping. 
4. CPU generates page number and offset. 
5. MMU translates logical address into physical address. 
Formula:
Physical Address = Frame Number + Offset
Unit 4

I/O Management Functions
I/O (Input/Output) Management is the function of the Operating System that manages communication between the CPU, memory, and I/O devices.
Functions
· Controls input and output devices. 
· Allocates devices to processes. 
· Coordinates data transfer. 
· Handles buffering and spooling. 
· Detects and handles I/O errors. 
· Improves system performance. 

Dedicated Devices
A Dedicated Device is assigned to only one process at a time.
Examples
· Printer 
· Scanner 
· Tape Drive 
Advantages
· Secure access 
· No data conflict 
Disadvantages
· Low utilization 
· Other processes must wait 

Shared Devices
A Shared Device can be used by multiple processes under OS control.
Examples
· Hard Disk 
· SSD 
· Network Card 
Advantages
· Better resource utilization 
· Supports multitasking 
Disadvantages
· Requires synchronization 
· Possible access conflicts 

I/O Devices
I/O devices are hardware used for input, output, or both.
Input Devices
· Keyboard 
· Mouse 
· Scanner 
· Microphone 
Output Devices
· Monitor 
· Printer 
· Speaker 
· Projector 
Input/Output Devices
· Hard Disk 
· USB Drive 
· Network Interface 
Storage Devices
Primary Storage
· RAM 
· ROM 
· Cache Memory 
Secondary Storage
· HDD 
· SSD 
· CD/DVD 
· Pen Drive 
· Memory Card 
Primary Storage is faster but temporary, while Secondary Storage is slower but permanent.

Buffering
Buffering is the temporary storage of data in RAM (Buffer) before processing or transfer.
Advantages
· Matches speed between CPU and devices. 
· Reduces waiting time. 
· Prevents data loss. 
Example: Data is stored in a buffer before being sent to a printer.

Spooling
Spooling (Simultaneous Peripheral Operations On-Line) stores data temporarily on disk before sending it to an output device.
Advantages
· Efficient device sharing. 
· Supports multiple users. 
· Improves CPU utilization. 
Example: Print jobs are stored in a print queue and printed one after another.

Difference Between Buffering and Spooling
	Buffering
	Spooling

	Uses RAM
	Uses Disk

	Temporary memory storage
	Temporary disk storage

	Handles speed difference
	Handles multiple jobs/devices

	Used during data transfer
	Commonly used for printers



File Management
File Management
File Management is responsible for organizing, storing, retrieving, protecting, and deleting files.
Functions
· Create files 
· Delete files 
· Read and write files 
· Rename files 
· Manage directories 
· Allocate disk space 
· Protect files 

Types of File System
Simple File System
Provides basic file operations such as create, read, write, and delete.
Advantages
· Easy to implement 
· Low overhead 
Disadvantages
· Limited features 
· Less security 

Basic File System
Handles communication between the logical file system and storage devices.
Functions
· Read/write disk blocks 
· Buffer management 
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History of Unix and Linux
· Unix was developed in 1969 at Bell Labs by Ken Thompson and Dennis Ritchie. 
· Linux was created by Linus Torvalds in 1991. 
· Linux is a free, open-source, Unix-like operating system. 

Linux Overview
· Multiuser Operating System 
· Multitasking Operating System 
· Open-source 
· Portable 
· Secure and stable 

 Structure of Linux
Linux Architecture:
· Hardware 
· Kernel 
· Shell 
· User Applications 
Kernel: Core of the operating system that manages hardware and resources.

Linux Releases (Distributions)
Common Linux distributions:
· Ubuntu 
· Fedora 
· Debian 
· Red Hat Enterprise Linux (RHEL) 
· CentOS 
· openSUSE 

Open Linux
· Open-source Linux distribution. 
· Source code is freely available. 
· Can be modified and distributed. 

Linux System Requirements
Minimum requirements:
· Processor: 1 GHz or higher 
· RAM: 2 GB (minimum) 
· Storage: 20 GB or more 
· Bootable USB/DVD for installation 

Linux Commands
	Command
	Purpose

	mkdir
	Create directory

	cd
	Change directory

	rmdir
	Remove empty directory

	pwd
	Show current directory

	ls
	List files/directories

	who
	Show logged-in users

	whoami
	Show current user

	date
	Display date and time

	cat
	Display file contents

	chmod
	Change file permissions

	cp
	Copy files

	mv
	Move/Rename files

	rm
	Delete files

	pg
	View file page by page

	more
	Display file one screen at a time

	pr
	Format file for printing

	tail
	Show last lines of a file

	head
	Show first lines of a file

	cut
	Extract columns from text

	paste
	Merge lines/files

	nl
	Number file lines

	grep
	Search text pattern

	wc
	Count lines, words, characters

	sort
	Sort text

	kill
	Terminate a process

	write
	Send message to another user

	talk
	Interactive user communication

	mesg
	Control write permission to terminal

	wall
	Send message to all users

	merge
	Merge files

	mail
	Send/Read emails

	news
	Read network news



Filters
Filters process text from input and produce modified output.
Common filters:
· grep 
· sort 
· wc 
· cut 
· paste 
· head 
· tail 

Shell
The Shell is a command interpreter that acts as an interface between the user and the Linux kernel.
Examples:
· Bash 
· Sh 
· C Shell (csh) 

Command Options
Options modify the behavior of commands.
Example:
ls -l
-l displays the long listing format.

Input and Output
· Standard Input (stdin): Keyboard 
· Standard Output (stdout): Screen 
· Standard Error (stderr): Error messages 

